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/etc/ipnat.rules:

rdr Incl 0.0.0.0/0 port
rdr Incl 0.0.0.0/0 port

rdr Inc2 0.0.0.0/0 port
rdr Inc2 0.0.0.0/0 port

rdr Incl 0.0.0.0/0 port
rdr Inc1 0.0.0.0/0 port
rdr Inc1l 0.0.0.0/0 port
rdr Inc1 0.0.0.0/0 port
rdr Incl1 0.0.0.0/0 port

ipfilter

25 -= 133.83.18.55 port
80 -= 133.83.18.55 port

25 -= 133.83.18.55 port
80 -= 133.83.18.55 port

135 -= 192.168.1.1 port
137 -= 192.168.1.1 port
138 -= 192.168.1.1 port
139 -= 192.168.1.1 port
445 -= 192.168.1.1 port

25 tcp
80 tcp

25 tcp
80 tcp

135 tcp/udp
137 tcp/udp
138 tcp/udp
139 tcp/udp
445 tcp/udp



ipfilter

/etc/ipf.rules:

pass in guick proto icmp from any to any
pass out quick proto icmp from any to any
pass in guick on loO

pass out quick on loO

block in log all head 1

pass in quick proto tcp/udp from 192.168.0.0/25
pass in quick proto tcp/udp from 192.168.0.0/25
pass in quick proto tcp/udp from 192.168.1.0/25
pass in quick proto tcp/udp from 192.168.1.0/25
pass in quick proto tcp/udp from 192.168.0.0/25

block out log all head 200

to 192.168.0.0/25 Kkeep state group 1
to 133.83.18.55/32 keep state group 1
to 192.168.1.0/25 keep state group 1
to 133.83.18.55/32 keep state group 1
to 192.168.1.0/25 keep state group 1

pass out quick from 192.168.0.0/25 to 192.168.0.0/25 keep state group 200
pass out quick from 133.83.18.55/32 to 192.168.0.0/25 keep state group 200
pass out quick from 192.168.1.0/25 to 192.168.1.0/25 keep state group 200
pass out quick from 133.83.18.55/32 to 192.168.1.0/25 keep state group 200
pass out quick from 192.168.0.0/25 to 192.168.1.0/25 keep state group 200



bind 8

/etc/namedb/named.conf:

logging {

channel "log_queries™ {
file */var/log/bind/queries.log" versions 3 size 10m;
severity info;
print-time yes;
print-category yes;

¥

category queries { "log_queries"; };

¥

zone "." {
type master;
file “root.zone";

¥;



bind 8

/etc/namedb/root.zone:

$TTL 86400

file : root.zone

; Zone : .
@) IN SOA tnasti-bsd bind-admin.rins.ryukoku.ac.jp. (

105081001 ; Serial

10800 ; Refresh

3600 ; Retry

1209600 ; EXpire

3600 > Minimum

)

I\ NS tnasti-bsd.st.ryukoku.ac.jp.

2 N A 133.83.18.55

IN MX 10 tnasti-bsd.st.ryukoku.ac.jp.



/var/log/bind/queries.log:

26-Aug-2005 21:23:21.201 queries:
26-Aug-2005 21:31:44.679 gueries:
26-Aug-2005 21:35:58.692 queries:
26-Aug-2005 21:35:58.784 queries:
26-Aug-2005 21:44:31.342 gueries:
26-Aug-2005 21:44:31.781 queries:
26-Aug-2005 21:44:32.222 gqueries:
26-Aug-2005 21:44:32.321 queries:
26-Aug-2005 21:44:48.342 gueries:
26-Aug-2005 21:50:29.937 queries:
26-Aug-2005 21:56:49.069 gueries:
26-Aug-2005 21:56:49.165 queries:
26-Aug-2005 21:56:49.358 gueries:
26-Aug-2005 21:57:11.741 queries:

bind 8

XX+/192.168.0.1/dc21.dc21business.com/A/ZIN
XX+/192.168.0.1/zaminbank.net/AZIN
XX+/192.168.0.1/zajahost.net/A/IN
XX+/192.168.0.1/microsoft.com/A/IN
XX+/192.168.0.1/google.com/A/IN
XX+/192.168.0.1/www.rit.edu/A/ZIN
XX+/192.168.0.1/www.google.com/A/IN
XX+/192.168.0.1/www.google.com/A/IN
XX+/192.168.0.1/3.0.168.192.in-addr.arpa/PTR/IN
XX+/192.168.0.1/acs.pandasoftware.com/A/IN
XX+/192.168.0.1/www.rit.edu/A/IN
XX+/192.168.0.1/google.com/A/IN
XX+/192.168.0.1/www.google.com/A/IN
XX+/192.168.0.1/2.0.168.192.in-addr.arpa/PTR/IN



apache 2.0.54

/usr/local/etc/apache2/Includes/tnasti-bsd.conf:

RewriteEngine on

RewriteLog “/var/log/httpd-rewrite.log”
RewriteLoglevel 2

RewriteRule ~/.* /hoge.html [L]

ForensicLog "/var/log/httpd-forensic.log"

2 [ 7OERFED URL % reply 95E48&
IMIFEELTEEA




apache 2.0.54

/var/log/http-rewrite.log:

192.168.0.1 - - [26/Aug/2005:21:35:59 +0900]
[zajahost.net/sid#809cdc8][rid#815d050/initial]
(2) init rewrite engine with requested uri /cl.txt

192.168.0.1 - - [26/Aug/2005:21:35:59 +0900]
[zajahost.net/sid#809cdc8][rid#815d050/initial]
(2) rewrite /cl.txt -= /hoge.html

192.168.0.1 - - [26/Aug/2005:21:35:59 +0900]
[zajahost.net/sid#809cdc8][rid#815d050/initial]
(2) local path result: /hoge.html

192.168.0.1 - - [26/Aug/2005:21:35:59 +0900]
[zajahost.net/sid#809cdc8][rid#815d050/initial]
(2) prefixed with document_root to
/usr/local/www/data/hoge.html

192.168.0.1 - - [26/Aug/2005:21:35:59 +0900]
[zajahost.net/sid#809cdc8][rid#815d050/initial]
(1) go-ahead with /usr/local/www/data/hoge.html [OK]



apache 2.0.54

/var/log/httpd-forensic.log Ml:

+VC3plYVTEJcAABGVIZQAAAAH|GET /ftp/file.exe HTTP/1.1|User-Agent:
Mozilla/5.0|Host:zaminbank.net
-VC3plYVTEJcAABGVIzQAAAAH
+YO--1oVTEjJcAABFYHCWAAAAB|GET /cl.txt HTTP/1.1|User-Agent:
Mozilla/5.0|Host:zajahost.net
-YO--loVTEjcAABFYHCWAAAAB

= mod_forensic [ ports ZBETIIEARINZLD TEE

« Makefile.modules ® MISC_MODULES= [Z log_forensic Z3i&/0
« (Makefile ® CONFIGURE_ARGS= [Z --enable-log-forensic #i&
)

» log_forensic Z{#51Z(& mod_unigid LEHY, ChIETIAHILET
A2 TS KT



postfix 2.2.5

/usr/local/etc/postfix/main.cf:

recipient_canonical _maps =
pcre:/usr/local/etc/postfix/recipient _canonical.txt

/usr/local/etc/postfix/recipient_canonical.txt:

/™. *$/ root@tnasti-bsd.st.ryukoku.ac.jp
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