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Secure by default
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Microsoft is making its products more secure by default, so that
components begin their installed life in a secure default state—
turned off where possible, and locked down in all cases.
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A2 AR—ILE nmap LTH D&

@nmap -sS -0

Starting nmap V. 3.00 ( www. insecure. org/nmap/ )

Interesting ports on (133.83. XXX. XXX) :

(The 1597 ports scanned but not shown below are in state: closed)
Port State Service

135/tcp open loc-srv

139/tcp open netbios—ssn

445/tcp open microsoft—ds

1025/tcp open NFS-or-11S

Remote operating system guess: Microsoft Windows. NET Enterprise
Server (build 36 04-3615 beta) l




A2 AR—ILE nmap LTH D&

®@nmap -sU -0

Starting nmap V. 3.00 ( www. insecure. org/nmap/ )

Warning: 0OS detection will be MUCH less reliable because we did not
find at lea st 1 open and 1 closed TCP port

Interesting ports on (133.83. XXX. XXX) :

(The 1462 ports scanned but not shown below are in state: closed)
Port State Service

123/udp open ntp

137/udp open netbios—-ns

138/udp open netbios—dgm

445/udp open microsoft—ds l

500/udp open isakmp

4500/udp open sae-urn

Remote 0S guesses: Axis 200+ Web Camera running 0S v1.42, Cisco
Catalyst 2820 Ma nagement Console, IBM MVS TCP/IP stack V. 3.2 or
AlIX 4.3.2, Windows 98SE + IE5.5 sp1, Microsoft Windows. NET
Enterprise Server (build 3604-3615 beta)
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@nmap -sS -0
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Starting nmap V. 3.00 ( www. insecure. org/nmap/ )
Warning: 0S detection will be MUCH less reliable because we did not

find at lea st 1 open and 1 closed TCP port
Interesting ports on (133.83. XXX. XXX) : l

(The 1599 ports scanned but not shown below are in state: filtered)

Port State Service

80/tcp closed http

3389/tcp closed ms—-term-serv

Too many fingerprints match this host for me to give an accurate 0S

guess
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®@nmap -sU -0

'Web H4—/\—TYE—,TFROMTIIZFTVIE A
N=EE (CSTIK IS PYE—FTRIMYT(FEF S
= TLVELY)

Starting nmap V. 3.00 ( www. insecure. org/nmap/ )

Warning: OS detection will be MUCH less reliable because we did not
find at lea st 1 open and 1 closed TCP port

All 1468 scanned ports on (133.83. XXX. XXX) are: filtered l
Too many fingerprints match this host for me to give an accurate 0S

guess
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null e (X9 DR ILDIZELD

@ enum — Win32 information enumeration utility

@ enum -U: get userlist

C:¥>enum -U 133. 83. XXX. XXX < Windows 2000 Server

server: 133. 83. XXX. XXX

setting up session... success.

getting user list (pass 1, index 0)... success, got b.
Administrator Guest [|USR_BRAI-WIN2000S |WAM_BRAI-WIN2000S
TsInternetUser

cleaning up... success.

server: 133. 83. XXX. YYY

setting up session... success.

getting user list (pass 1, index 0)... fail
return 5, 7OEAMNEBIhEL=,

cleaning up... success.

C:¥>enum -U 133. 83. XXX. YYY < Windows .NET Server 2003 RCT l



http://razor.bindview.com/tools/index.shtml

null e (X9 DR ILDIZELD

@ enum —P: get password policy information

C:¥>enum -P 133. 83. XXX. XXX C:¥>enum -P 133. 83. XXX. YYY
server: 133. 83. XXX. XXX server: 133. 83. XXX. YYY
setting up session... success. setting up session... success.
password policy: couldn' t get password policy
min length: none return 5, Z7OEAMNEEFEINFELT =,
min age: none couldn' t get lockout policy
max age:. 42 days return 5, Z7OEAMNEEINFELT -,
lockout threshold: none cleaning up... success.

lockout duration: 30 mins
lockout reset: 30 mins
cleaning up... success. '




null e (X9 DR ILDIZELD

@ enum —L: get LSA policy information

C:¥>enum —-L 133. 83. XXX. XXX C:¥>enum -L 133. 83. XXX. YYY
server: 133. 83. XXX. XXX server: 133. 83. XXX. YYY
setting up session... success. setting up session... success.
opening |sa policy... success. opening lsa policy... success.
server role: 3 [primary (unknown) ] names: «—ZCZT enum NEERT
names:

netbios: BRAI-WIN2000S

domain: TAKO
quota:

paged pool |imit: 33554432
non paged pool limit: 1048576
min work set size: 65536
max work set size: 251658240
pagefile limit: O
time limit: O
trusted domains:
indeterminate
netlogon done by a PDC server
cleaning up... success.




null e (X9 DR ILDIZELD

@ enum -S: get sharelist

C:¥>enum -S 133. 83. XXX. XXX

server: 133. 83. XXX. XXX

setting up session... success.

enumerating shares (pass 1)... got 3 shares, 0 left:
IPC$ ADMINS C$

cleaning up... success.

C:¥>enum -S 133. 83. XXX. YYY
server: 133. 83. XXX. YYY
setting up session... success.
enumerating shares (pass 1)... got 3 shares, 0 left: l

|IPC$ ADMIN$ C$
cleaning up... success.
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