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Web
(M S00-078)

: UNICODE BUG
: MS00-086 (11S5.0), MS01-026 (11S 4.0/5.0)
: sadmind/I1S, Nimda

. remote ocal SYSTEM (11S4.0) /
JUSR _hostname (11S 5.0)

— http://*** jp/msadc/..%c0%af ../..%c0%af ../..%c0%af ../winnt/syste
m32/cmd.exe?/c+dir



Java VM ActiveX
(M S00-075)

m JavaScript
Active X
ActiveX
O :
— web
Javascript PC
L . |E 5.5/0utlook security vulnerability —

com.ms.activeX.ActiveX Component allows executing

arbitrary programs (Guninski )
http://www.guninski.com/|avaea.html

0 : Java VM

http://www.microsoft.com/javalvm/dl vm40.htm




IE MIME encode
(M S01-020)

: Nimda, Aliz, Badtrans.B
' Windows Security

http://tarikihongandou.shadowpenguin.org/

N
(.exe )
m Web
m hotfix, |E 5.01 SP2, 5.5 SP2, 6 (

) fix
— CD |E 5.5



IPP ISAPI extension  buffer

overflow (M S01-023)
m |PP - Internet Printing Protocol
— lpr
O 1S 5.0
o . remote local SY STEM
O . eEye

http://www.eeye.com/html/Research/Advisories/A D20010501.html




Exchange 5.5/2000 + OWA

(M S01-030)
m OWA - Outlook Web Access
N hotfix
— hotfix Exchange
— 2 hotfix
-3 hotfix

m hotfix ?
— ?
— ?



Index Server ISAPI extension
buffer overflow (MS01-033)

O : Index Server 2.0, Windows 2000 |ndex
Service

O 1S remote local
SYSTEM

O : CodeRed, CodeRed 11
= 1S

» Windows 2000 Pro. |IS
1S

» CodeRed note PC

= / DSL



Internet Explorer

O |P web
(MS01-51)
— hittp://3539469554/ (www.port139.co.|p)
— hotfix http://3539469544%2f
( )
» ?
m cookie
(M S01-055)

— about://www.hogehoge.jp/<script
|language=JavaScript>al ert(document.cookie);</script>

» Microsoft


http://3539469554/

Outook Express

m text/plain mall JavaScript
(OE 5.5)

— http://www.geocities.co.|p/SiliconValley/1667/index.htm

<script src="http://example.com/malicious.js'></script>
http://memo.st.ryukoku.ac.|p/archive/200111.month/2012.html

]
— <" http://www.testtest.|p/ " @www.testtest.jp>







Cache Corruption on Microsoft
DNS Servers (CERT IN-2001-11)

B Windows NT 4.0/2000 DNS Server

glue cache
o cache
]
(7
O : JP241352: DNS
— DNS bind for NT (8.2.5, 9.2)

» http://www.isc.org/products/BIND/



http://www.isc.org/products/BIND/

— DLL
» Nimda

m C:¥=everyone
— C:¥lnetpub

» |[USR_hosthame
» Worm

— Windows XP



Javascript (JScript)

= \Windows JScript (JavaScript
Microsoft )
web JScript

m Netscape JavaScript Java

L Mac |IE



Javascript (JScript)

(cont.)
|E 4.x for Windows
hotfix
|E 5.x for Windows
(
web JScript

|IE 6



m SQL Server
— A
— worm

= \Windows XP Home Edition
— administrator

— safe mode






740,011

m Windows
— 1S |E
( ..)
= (D)D0S UNIX
Windows
— http://www.cert.org/archive/pdf/DoS trends.pdf
— Virus
— IRC
O

= (")


http://www.cert.org/archive/pdf/DoS_trends.pdf

[ hotfix
_ l

— Media Player

m hotfix
— hotfix
— HFNetChk

m buffer overflow
— Visua Studio.Net buffer overflow

— heap buffer overflow



(cont.)

attack

— URL Scan

» query check
» GUARDS3
http://www.trusnet.com/tool s/auard3/index.htmi

— Windows XP
» outgoing
» ip filter / ipfw / iptables

— [1SLockdown
— .Net



m path
— DLL,
— off
— C¥

m JavaScript

— Netscape 4/6, Mac |IE
— of f

= check
— KB (pro 1)



Secure by default

— Windows

— .. (?1)
— hack navigation DoS

m Microsoft






URL - Microsoft

m Microsoft Technet

» hittp://www.microsoft.com/technet/security/

» http://www.microsoft.com/|apan/technet/security/

_ (HFNetChk, URLScan )

» http://www.microsoft.com/|apan/technet/security/tool s/tools.asp

m Security Bulletin: M Sxx-xxx

» http://www.microsoft.com/technet/security/bulletin/M Sxx-xxx.asp

» http://www.microsoft.com/|japan/technet/security/prekb.asp?sec cd=
M SXX-XXX



http://www.microsoft.com/technet/security/
http://www.microsoft.com/japan/technet/security/
http://www.microsoft.com/japan/technet/security/tools/tools.asp
http://www.microsoft.com/technet/security/bulletin/MSxx-xxx.asp
http://www.microsoft.com/japan/technet/security/prekb.asp?sec_cd=MSxx-xxx
http://www.microsoft.com/japan/technet/security/prekb.asp?sec_cd=MSxx-xxx
http://www.microsoft.com/japan/technet/security/prekb.asp?sec_cd=MSxx-xxx
http://www.microsoft.com/japan/technet/security/prekb.asp?sec_cd=MSxx-xxx

URL - Microsoft

= Microsoft (Knowledge
Base)
— (QXXXXXX):

» http://www.microsoft.com/technet/support/kb.asp?l D=XXXXXX

— (IPXXXXXX, IXXXXXX):

» http://www.microsoft.com/|apan/support/kb/artivies/IPxxx/x/xx.htm
http://www.mi crosoft.com/japan/support/kb/artivles/ xxx/x/xx.htm



http://www.microsoft.com/technet/support/kb.asp?ID=xxxxxx
http://www.microsoft.com/japan/support/kb/artivles/JPxxx/x/xx.htm
http://www.microsoft.com/japan/support/kb/artivles/Jxxx/x/xx.htm
http://www.microsoft.com/japan/support/kb/artivles/Jxxx/x/xx.htm

URL —web page

s USCERT/CC( )

» http://www.cert.org/

— CERT/CC Incident Notes

» http://www.cert.org/incident notes/

m CIAC( )

» http://www.ciac.org/

m JPCERT/CC

» http://www.|pcert.or.|p/

m |PA

» http://www.1pa.qo.|p/security/



http://www.cert.org/
http://www.cert.org/incident_notes/
http://www.ciac.org/
http://www.jpcert.or.jp/
http://www.ipa.go.jp/security/

URL —web page

m JWNTUG ( )

» hittp://www.|wntug.or.|p/

m portl39

» http://mwww.port139.co.|p/
m Win
» http://winsec.toranoana.ne.p/

] Mmemao

» http://www.st.ryukoku.ac.|p/~kjm/security/memo/

m ZDNet Helpdesk Security How-To

» http://www.zdnet.co.|p/help/howto/security/



http://www.jwntug.or.jp/
http://www.port139.co.jp/
http://winsec.toranoana.ne.jp/
http://www.st.ryukoku.ac.jp/~kjm/security/memo/
http://www.zdnet.co.jp/help/howto/security/
http://www.zdnet.co.jp/help/howto/security/

URL —

BUGTRAQ( )

» http://www.securityfocus.com/

NTBUGTRAQ( )

» http://www.ntbuagtrag.com/

memo ML
» http://memo.st.ryukoku.ac.p/

Security Talk ML

» http://www.office.ac/Security Talk ML Guide.html

24 ML

» http://cn24h.hawkeye.ac/connect24h.html

port139 ML ( )

» http://www.port139.co.jp/ntsec ml.htm



http://www.securityfocus.com/
http://www.ntbugtraq.com/
http://memo.st.ryukoku.ac.jp/
http://www.office.ac/Security_Talk_ML_Guide.html
http://cn24h.hawkeye.ac/connect24h.html
http://www.port139.co.jp/ntsec_ml.htm
http://www.port139.co.jp/ntsec_ml.htm
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